
SECURITY ARCHITECT ROLE DESCRIPTION 

For more information, please contact BARDD at resourcing@barddpartnership.com 

Overview  
As a Security Architect at BARDD you will be responsible for designing, building, testing and 
implementing security systems within the IT networks of client organisations. You will have a 
thorough understanding of complex IT systems and be up to date with the latest security standards, 
systems and authentication protocols, as well as security products.  This role requires a highly 
organised, proactive, and adaptable individual with excellent personal leadership and 
communication skills. 

Cultural fit is really important to us - we work in demanding and highly collaborative environments 
and look for individuals who thrive in this type of setting. We also look for lateral thinkers who can 
think outside of the box and are capable of confidently and effectively challenging scope and solutions 
for the better and provide pragmatic recommendations.  

You will have, or be willing to undergo, government security clearance. 

Key Functions 
Key functions may include: 

• Anticipate possible security threats and identify areas of weakness in clients’ network systems 

• Support clients to understand, capture and manage IT risks 

• Review clients’ current system security measures and recommend and implement enhancements 

• Support clients to be able to respond promptly and effectively to possible breaches of security 

• Support clients to cultivate cultures of security awareness and education 

• Establish business continuity, disaster recovery and security policies, processes and procedures 

• Enable clients to respond promptly to all security incidents and provide post-event analyses 

• Oversee system tests and to ensure continuous monitoring of network security 

• Develop implementation timelines for ongoing system security upgrades 

• Support client personnel to have access to the IT system limited by need and role 

• Enable clients to upgrade and improve security protocols, cryptography, authentication and 
authorisation 

• Support client to improve or implement identity management and related technologies 
• Support client to ensure regular system maintenance and updates to ensure the latest security 

patches and software versions are applied 

Competencies 
• Extensive experience in information security and/or IT risk management with a focus on security, 

performance and reliability 
• Proven experience successfully delivering complex security architecture from initiation to 

completion 
• Demonstrated ability to manage multiple demands and prioritise tasks effectively 
• Strong personal leadership skills, with the ability to support, inspire and where needed motivate 

cross-functional teams 
• Exceptional problem-solving and decision-making capabilities, with a focus on achieving business 

objectives 
• Excellent communication and interpersonal skills, capable of building positive relationships 
• Advanced degrees and certifications are advantageous 

 
BARDD Partnership Limited treats all applications equally and recruits purely based on skills and 

experience. We are an Armed Forces Covenant signatory supporting veterans and active reservists.  
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